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DETAILED ACTION 

1 . This document is a Second Non-Final Office Action on the merits. This action is 
responsive to the following communications: Amendment A, which was filed on June 
28, 2006. 

2. Claims 1, 3, 8-13, 23-25 and 31 are cancelled. 

3. Claims 2, 4, 6, 7, 14-18, 20-22, 26, 27, 29, and 30 have been examined, with 
claims 4, 17, 18, and 26 being the independent claims. 

4. Claims 2, 4, 6, 7, 14-18, 20-22, 26, 27, 29, and 30 are rejected. 

Claims Rejections - 35 U.S.C. 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 2, 4, 6, 7, 14-18, 20-22, 26, 27, 29, and 30 are rejected under 35 
U.S.C. 102(b) as being clearly anticipated by WebWasher, with its functionality as 
described by the combined references of: Bruce, B., "Our WebWasher Workshop," 
downloaded by the Examiner on September 9, 2006, from: web.archive.org, with pages 
dating prior to November 19, 2002, downloaded pages 1-95, [hereinafter "Bruce"]. 

Note that the claims below have been re-ordered to reflect their dependencies. 



Application/Control Number: 10/717,004 Page 3 

Art Unit: 2176 

Regarding independent claim 4, Bruce teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

identifying one or more elements within the message source file, 
wherein the elements specific references to sources of content to be 
dereferenced upon rendering of the message; 

rewriting the references to the sources of content of the elements 
identified in the message source, wherein the rewriting of the references to the 
sources of content comprises replacing the reference to the source of content 
with a reference to an alternate source file; 

passing the message source to a message display output; and 
rendering the message in the message display. 
(See, Bruce, pages 1-33 teaching accepting a source file for a message, identifying 
elements within the message source file wherein the elements reference sources of 
content to be dereferenced upon rendering of the message, taught as accepting 
messages and web pages with cookies, web bugs, web beacons, etc. See, Bruce, 
pages 24-33, teaching to rewrite the references of the sources of contents of the 
elements by replacing the reference to the source of content with a reference to an 
alternate source file, passing the message source to a display output and rendering the 
message in the display.) 



» 
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Regarding dependent claim 2, Bruce teaches: 

The method of claim 4 further comprising specifying a security policy 

setting, wherein the rewriting of the references to the sources of content is in 

accordance with the security policy setting. 
(See, Bruce, pages 3-6, teaching setting a security policy with prior art browsers, and by 
setting a security policy by positively identifying which cookies to accept or reject.) 

Regarding dependent claim 5, Bruce teaches: 

The method of claim 4 wherein the alternate source file is a transparent 
image file. 

(See, Bruce, page 19, teaching to replace blocked images with clear images.) 



Regarding dependent claim 6, Bruce teaches: 

The method of claim 4 wherein the message source file is a Hypertext 
Mark-up Language (HTML) document 
(See, Bruce, pages 3-33, teaching the message source file as an HTML document.) 

Regarding dependent claim 7, Bruce teaches: 

The method of claim 4 wherein the message display is an HTML rendering 
display. 
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(See, Bruce, page 20, teaching that the image my be at the choice of the user, including 
inherently HTML, which is ubiquitous with browsers and the internet. See also, Bruce, 
pages 30-31, teaching the use of "favicons" as replacement HTML displays.) 

Regarding independent claim 17, Bruce teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: accepting a source file for the message; 

rendering the file in a first message display output; 
grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler, 
wherein the processing of the elements by the protocol handler comprises 
returning information indicating that a target destination is not available; 

passing the message source to a second message display output; and 
rendering the message in the second message display. 
(It is noted that a Web page may contain several elements to be dereferenced, known 
generally as cookies, web bugs, etc. See, Bruce, generally. It is inherent in the 
invention taught by Bruce that a distinction between cookies, etc., to be accepted and 
those to be redirected or blocked is a grouping of the elements. 

See, Bruce, pages 3-33, teaching receiving and rendering a first message. 
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See, Bruce, pages 3-6, teaching setting a security policy with prior art browsers, 
and by setting a security policy by positively identifying which cookies to accept or 
reject. 

See, Bruce, pages 21-27, teaching redirecting blocked URLs and a notice 
display. 

See, Bruce, page 27, teaching to return a blank user information to websites, 
thereby indicating that a target destination is not available, and to display that 
message.) 

Regarding dependent claim 14, Bruce teaches: 

The method of claim 17 wherein the message source file is an HTML 
document 

(See, Bruce, pages 3-33, teaching the message source file as an HTML document.) 

Regarding dependent claim 16, Bruce teaches: 

The method of claim 1 7 further comprising specifying a security policy 

setting, wherein the processing of the elements by the protocol handler is in 

accordance with the security policy setting. 
(See, Bruce, pages 3-6, teaching setting a security policy with prior art browsers, and by 
setting a security policy by positively identifying which cookies to accept or reject.) 
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Regarding dependent claim 22, Bruce teaches: 

The method of claim 17 wherein the first and second message displays 
are HTML rendering displays. 
(See, Bruce, pages 3-33, teaching the first and second message displays as an HTML 
document. See, Bruce, page 20, teaching that the image my be at the choice of the 
user, including inherently HTML, which is ubiquitous with browsers and the internet. 
See also, Bruce, pages 30-31, teaching the use of "favicons" as replacement HTML 
displays.) 



Regarding independent claim 18, Bruce teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler, 
wherein the processing of the elements by the protocol handler comprises 
redirecting to an alternate source file; 

passing the message source to a second message display output; and 
rendering the message in the second message display. 
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(It is noted that a Web page may contain several elements to be dereferenced, known 
generally as cookies, web bugs, etc. See, Bruce, generally. It is inherent in the 
invention taught by Bruce that a distinction between cookies, etc., to be accepted and 
those to be redirected or blocked is a grouping of the elements. 

See, Bruce, pages 3-33, teaching receiving and rendering a first message. 

See, Bruce, pages 3-6, teaching setting a security policy with prior art browsers, 
and by setting a security policy by positively identifying which cookies to accept or 
reject. 

See, Bruce, pages 21-27, teaching redirecting blocked URLs and a notice 
display. 

See, Bruce, pages 24-33, teaching to rewrite the references of the sources of 
contents of the elements by replacing the reference to the source of content with a 
reference to an alternate source file, passing the message source to a display output 
and rendering the message in the display. 

See, Bruce, page 27, teaching to return a blank user information to websites, 
thereby indicating that a target destination is not available, and to display that 
message.) 

Regarding dependent claim 15, Bruce teaches: 

The method of claim 18 further comprising specifying a security policy 
setting, wherein the processing of the elements by the protocol handler is in 
accordance with the security policy setting. 
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(See, Bruce, pages 3-6, teaching setting a security policy with prior art browsers, and by 
setting a security policy by positively identifying which cookies to accept or reject.) 

Regarding dependent claim 19, Bruce teaches: 

The method of claim 18 wherein the alternate source file is a transparent 
image file. 

(See, Bruce, page 19, teaching to replace blocked images with clear images.) 

Regarding dependent claim 20, Bruce teaches: 

The method of claim 18 wherein the message source file is an HTML 
document 

(See, Bruce, pages 3-33, teaching the message source file as an HTML document.) 

Regarding dependent claim 21, Bruce teaches: 

77?e method of claim 18 wherein the first and second message displays 
are HTML rendering displays. 
(See, Bruce, pages 3-33, teaching the first and second message displays as an HTML 
document. See, Bruce, page 20, teaching that the image my be at the choice of the 
user, including inherently HTML, which is ubiquitous with browsers and the internet. 
See also, Bruce, pages 30-31, teaching the use of "favicons" as replacement HTML 
displays.) 
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Regarding independent claim 26, Bruce teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler, 
wherein the processing of the elements by the protocol handler comprises 
returning information indicating that a target destination is not available; 

passing the message source to a second message display output; 

rendering the message in the second message display; 

combining a base Uniform Resource Locator (URL) and a relative URL 
into a full URL; 

passing the full URL to be processed to a protocol handler; and 
specifying a security policy setting, wherein the processing of the 
elements by the protocol handler is in accordance with the security policy setting. 
(See, Bruce, pages 16-20, teaching to filter by URL, including by "base URL.") 



Regarding dependent claim 27, Bruce teaches: 

The method of claim 26 wherein the processing of the elements by the 
protocol handler comprises redirecting to an alternate source file. 
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(See, Bruce, pages 3-95 generally, and specifically 21-27, teaching redirecting URLs.) 

Regarding dependent claim 28, Bruce teaches: 

The method of claim 27 wherein the alternate source file is a transparent 
image file. 

(See, Bruce, page 19, teaching to replace blocked images with clear images.) 

Regarding dependent claim 29, Bruce teaches: 

The method of claim 23 claim 26 wherein the message source file is an 
HTML document 

(See, Bruce, pages 3-33, teaching the message source file as an HTML document.) 

Regarding dependent claim 30, Bruce teaches: 

The method of claim 26 wherein the first and second message displays 
are HTML rendering displays. 
(See, Bruce, pages 3-33, teaching the first and second message displays as an HTML 
document. See, Bruce, page 20, teaching that the image my be at the choice of the 
user, including inherently HTML, which is ubiquitous with browsers and the internet. 
See also, Bruce, pages 30-31, teaching the use of "favicons" as replacement HTML 
displays.) 
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It is noted that any citations to specific, pages, columns, lines, or figures in the prior art 
references and any interpretation of the references should not be considered to be 
limiting in any way. A reference is relevant for all it contains and may be relied upon for 
all that it would have reasonably suggested to one having ordinary skill in the art. See, 
MPEP2123. 

Conclusion 

6. The following prior art is made of record and not relied upon that is considered 
pertinent to applicants' disclosure: 

"Removing adverts from web pages," Flourish.org, published on the Web as of 
October 3, 2002, downloaded by the Examiner on September 4, 2006, from: 
http://web.archive.org/web/20021 003023544/http://www.flouish.org/adremove, pages 1- 
6. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael K. Botts whose telephone number is 571-272- 
5533. The examiner can normally be reached on Monday through Friday 8:00-4:00 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Heather Herndon can be reached on 571-272-4136. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
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Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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